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now” when the normalised value is less then its 
threshold. If it isn’t failing now but has in the past it’ll 
show “in the past” and the WORST value will be less 
then the threshold.

Beware of vendors
Something to be aware of is that none of the 
�C�V�V�T�K�D�W�V�G�h�U���P�C�O�G�U���C�P�F���O�G�C�P�K�P�I�U���C�T�G���F�G�’�P�G�F���D�[���V�J�G��
standard and, while they are generally used sensibly, 
vendors can, and sometimes do, use them for 
differing purposes. If you have a drive that does this 
then you can give the --vendorattribute argument to 
to alter how smartctl displays such attributes.

Smart attributes are updated by tests run within the 
�F�T�K�X�G�h�U���’�T�O�Y�C�T�G�����6�J�G���V�G�U�V�U���F�Q�P�h�V���C�H�H�G�E�V���C���F�K�U�M�h�U���F�C�V�C��
and can operate when it is mounted and in use. There 
are three kinds of tests.

  Online testing happens transparently when Smart 
is enabled and it doesn’t impede the drive’s 
performance.
  �2�+�L�Q�H���W�H�V�W�L�Q�J��can impede performance. It can 
either be performed on-demand or automatically at 
regular intervals. They are suspended during disk 
access and, therefore, have little real impact.
  Self-testing only happens on demand. These are 
more resource intensive and can impede drive 
performance while running.
The online and offline tests update the Smart 

attributes (the UPDATED column in the attributes 
listing shows whether they are updated by online or 
offline testing).

Most drives perform offline testing automatically 
every four hours but you can enable or disable this 
with �V�P�D�U�W�F�W�O�������R�+�L�Q�H�D�X�W�R. If they are disabled, they 
can still be run on demand:
sudo smartctl --test=offline /dev/sda

Self-tests are different. These are only run on 
demand and, although they don’t affect the disk’s 
operation, they can be resource intensive. There are 
short tests that take a few minutes to complete and 
longer ones that can take several hours. A third kind of 
test is the conveyance test that’s designed to detect 
problems caused when the drive is in transit. The 
results of these tests can be viewed in the Smart logs 
(see the boxout above).

Tests are only useful if they are run and if their 
output is monitored. To help with this, the other part of 
smartmontools is the smartd daemon. It monitors 
Smart attributes for signs of problems, runs self-tests 
and reports to the system log. It can also use email to 
alert administrators of potential problems.

smartd
To use smartd�����’�T�U�V���E�J�G�E�M���K�V�U���E�Q�P�’�I���’�N�G����/etc/smartd.
conf and then enable it in the appropriate manner for 
your system. For example, if you’re using systemd:
sudo systemctl enable smartd

sudo systemctl start smartd

�6�J�G���F�G�H�C�W�N�V���E�Q�P�’�I�W�T�C�V�K�Q�P���E�Q�P�V�C�K�P�U���C���U�K�P�I�N�G���G�P�V�T�[����
DEVICESCAN, which instructs the daemon to scan for 
Smart devices to monitor. You can perform this scan 
yourself to see what would be monitored in this 
default scenario
sudo smartctl --scan

Should you wish to effect more control, you can 
�T�G�R�N�C�E�G���V�J�K�U���F�G�H�C�W�N�V���E�Q�P�’�I�W�T�C�V�K�Q�P���Y�K�V�J���G�Z�R�N�K�E�K�V���G�P�V�T�K�G�U��
for each device. Any entry can be supplemented with 
directives that enable you to control which tests are 
performed and where issues get emailed to. For an 
explanation of these directives, see the man page for 
smartd.conf or do:
smartd -D

The directive that launches self-tests is one that you 
will probably want to use but it is a little complex. It’s 
�U�R�G�E�K�’�G�F���C�U���C���T�G�I�W�N�C�T���G�Z�R�T�G�U�U�K�Q�P���Q�H���V�J�G���H�Q�T�O��T/MM/
DD/d/HH to represent a test and the date and time 
when it should be run. The T���E�J�C�T�C�E�V�G�T���F�G�’�P�G�U���V�J�G��
test type – either S for a short test or L for a long one. 
Coding regular expressions is beyond what we can 
cover here but, as an example, running a daily short 
test at 2AM and a weekly long test on Saturdays at 
2AM could be achieved with an expression like this
(S/../.././02|L/../../6/02)

Here’s an example smartd.conf �E�Q�P�’�I�W�T�C�V�K�Q�P��
DEVICESCAN -a -s (S/../.././02|L/../../6/02) -m me@example.

com

Hopefully you’ll never experience a disk failure but, 
by spending some time getting to know 
smartmontools �C�P�F���E�Q�P�’�I�W�T�K�P�I���C��smartd daemon to 
monitor your drives, at least you can be forewarned if 
the worst is about to happen. The Smart attributes are a measure of the drive’s health.

Smart logs
Smart maintains various logs – here are the one’s you’re 
�O�Q�U�V���N�K�M�G�N�[���V�Q���’�P�F���W�U�G�H�W�N�����4�G�H�G�T���V�Q���V�J�G��smartctl man page 
for a full list of logs and their uses.

  error �5�W�O�O�C�T�[���5�/�#�4�6���G�T�T�Q�T���N�Q�I
  xerror �'�Z�V�G�P�F�G�F���%�Q�O�R�T�G�J�G�P�U�K�X�G���5�/�#�4�6���G�T�T�Q�T���N�Q�I
  selftest �5�/�#�4�6���U�G�N�H���V�G�U�V���N�Q�I
  xselftest �'�Z�V�G�P�F�G�F���5�/�#�4�6���U�G�N�H���V�G�U�V���N�Q�I

To view a log, use the command
sudo smartctl --log=TYPE /dev/sda
where TYPE is one of those listed above.
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Sometimes a GUI application comes along that 
nicely supplements a command line tool. 
GSmartControl is a GUI wrapper around the 

command-line smartctl tool that we covered in the 
previous pages. It presents its output in a more 
accessible form and makes it even easier to interact 
with your Smart devices.

Because Smart is part of the drive’s firmware, tests 
are run inside the drive – you need to issue one 
command to start a test and another to check its 
progress or end result. GSmartControl wraps this 
process up in a graphical shell around smartctl and 
makes it much easier to use Smart interactively. You 
can use GSmartControl without knowing how to use 
smartctl, but a little knowledge will help you 
understand some of the features and options.

Your distro’s repository should contain the 
GSmartControl package, so installing should be 
straightforward:
apt-get install gsmartcontrol

It’s a GTK application so its dependencies are 
minimal. Launching it can be as simple as typing 
gsmartcontrol but you will need root privileges to 
access some of the Smart functionality. As a 
convenience, you can launch it like this instead
gsmartcontrol-root
which will automatically perform su to gain root 
privileges (this requires that your environment has a 
graphical su interface, such as gksu). Enter the root 
password if prompted.

Once it’s been appropriately launched, a scan is 
performed and the available drives are displayed as 
icons. You may see icons for non-Smart devices such 
as floppy and optical drives, but you can choose to 
hide such devices by setting an option in Options > 
Preferences. If the scan misses a device that you 
want, use Device > Add Device to add it manually.

The icon’s title shows the drive’s make and model; 
you can, in Options > Preferences, add its device name 

A SMART GUI SOLUTION
GSmartControl makes checking your hard drives easy…

and serial number to this view. Click on an icon to 
select it and a summary is displayed at the top of the 
window. Expanding the More option shows the drive’s 
model family and offers options that enable/disable 
Smart and, if the drive supports them, its automatic 
offline tests.

Health check for drives
You work in GSmartControl one drive at a time. 
Double-click on a drive to open its device information 
window. This displays Smart data in tabs for identity, 
attributes, capabilities and logs. Each tab displays 
output from smartctl that you could get like this:
sudo smartctl --health --info --capabilities --attributes /dev/sda

The tabbed display makes the information more 
readable and provides plentiful help text that goes a 
long way to explain what the information means. 
Hover your mouse pointer over most things and a 
pop-up will explain what it is. This is especially useful 
when viewing attributes and capabilities whose 
meanings may be less-than obvious. This online 

JOHN LANE

Preferences

You can customise the behaviour of 
GSmartControl through Options > 
Preferences on the main window’s menu.

It has two tabs; the first allows 
application-wide general preferences. The 
second tab (shown right) enables you to 
configure how specific drives are handled. 
Some drives with firmware bugs need 
additional options passed to smartctl and 
this is where you can specify them. You can 
also blacklist irrelevant devices, like floppy 
disk drives, from the device scan so they 
aren’t displayed.

Click on a device to see a health summary or double-click 
for detailed device information and to run tests. 

You can see the progress of a running test and when it 
should finish.
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PRO TIP
Launch gsmartcontrol 
--verbose to see the 
underlying smartctl 
commands.

documentation is value added by GSmartControl that 
is not present in smartctl.

Another tab enables you to perform the self-tests 
that the drive supports: the short, long and conveyance 
tests. It gives an estimate for how long the test will 
take. Press the Execute button to start the test. A 
progress bar reassures you that the test is running and 
estimates the remaining time, which is a nice feature 
that the command line smartctl lacks. Behind the 
scenes, GSmartControl is launching the test
smartctl -t short /dev/sda
and then polling for status until the it completes
smartctl -c /dev/sda

Once the test completes, the result is displayed. 
“Completed without error” is what you want to see!

Oh no, I have an error!
To help draw your attention to problems, the device 
information screen highlights potential problems. It 
highlights both the error and the tab containing it, so 

you can go straight there. It also augments the pop-up 
help with further information specific to the problem. 

There are three levels: notices are displayed in a 
light pink colour; warnings in a darker pink; and alerts 
in red. Notices convey information that you should be 
aware of – they are not Smart errors reported by 
smartctl, but GSmartControl interprets the Smart data 
to provide another level of reporting. Warnings are 
raised by old-age attributes and alerts by pre-fail 
attributes.

A pinch of salt
Having Smart is better than not having it, but you 
shouldn’t become complacent. It is prudent to have a 
backup (and recovery) strategy for your data. Smart 
does have its issues – it 
can’t possibly detect 
every kind of failure, and 
may show errors that 
don’t necessarily impact 
a drive’s stability.

Smart is implemented 
by the drive 
manufacturers, and they don’t always adhere to the 
correct standard. Some drives use Smart data fields 
for different values, and other firmware idiosyncrasies 
may introduce bugs or other undesirable features. 
They sometimes provide proprietary utilities and 
promote these instead of Smart. However, Smart is a 
useful addition to your toolbox and may provide timely 
warnings of potential data loss, giving you time to act 
before it happens. 

“Having Smart is better than 
not having it, but you shouldn’t 
become complacent.”

Virtual devices

You can load smartctl data from a file as a virtual device. 
You could, for example, extract data on a remote server 
using the command line with something like this:
ssh root@remoteserver smartctl -a /dev/sda >  
remoteserver_sda

You can then use Device > Load SmartCtl Output As 
Virtual Device to load that data into GSmartControl. It’s 
presented as another device on the main screen, and you 
can interact with it in exactly the same way as real devices. 
The only exception is that you can’t run tests. 

There is also a Save As function to save a device’s 
smartctl data. This may be useful to keep historic records 
so that you can compare how a device changes over time. 
You would have to do such comparisons yourself, however,  
because GSmartControl doesn’t offer that feature.

The tabbed device 
information presents the 
Smart data clearly and 
with additional helpful 
information. You can View 
Output to see the raw 
smartctl output if you 
really want to, or you can 
save it to a file.

John Lane is a technology consultant with a penchant for 
Linux. He helps new businesses and start-ups make the most 
of open source software.
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Linux Mint 17 “Qiana”
32- and 64-bit versions included, so take your pick!

We reviewed Mint 17 last month, 
giving it 5/5 stars and 
summarising it as follows: 

“Mature, reliable and with five years of 
support ahead. It’s boring, but for a Long 
Term Support release that’s exactly what we 
want”. Yes, Mint 17 is an excellent release, 
and it’s not surprising that it’s at the top of 
the charts on DistroWatch.com. It has won 
many fans both among new users and 
experienced Linuxers, and it’s a great way to 
dip your toes into the world of Linux or 
simply update your machine to get all of the 
latest packages. The version on our DVD 
sports the slick Cinnamon interface, but if 
you prefer the more traditional Mate desktop 

you can of course install it yourself – that’s 
the beauty of using Linux.

Linux Mint 17 boots in live mode, which 
means it runs directly from the DVD, so you 
can explore it and se what you think while 
you’re deciding whether to install it. Boot 
your machine from the DVD – in most 
cases, this just means starting your PC with 
the disc in your drive. (If that doesn’t work, 
you may need to change your PC’s boot 
order in the BIOS, so consult your system’s 
documentation.)

32- & 64-bit
At the menu you’ll be asked whether you 
want the 32-bit or 64-bit version, so choose 
whatever’s relevant for your machine. Mint 
17 will boot up, and you’ll arrive at the 
desktop. You can now explore the distro; to 
install it to your hard drive, double-click the 
icon on the desktop and follow the prompts. 
Recommended minimum system 
requirements are a 1.5GHz CPU, 1GB RAM 
and 10GB of hard drive space.

If your PC currently only runs Windows, 
you can install Linux alongside it to get a 
boot menu when you start the machine. For 
more information and help on Mint, visit 
www.linuxmint.com.

Welcome to the DVD! It’s been a 
few issues since we had a disc on 
the cover, but a few things have 
happened and we absolutely had 
to bring you the latest software for 
your exploring pleasure. 

First, a shiny new release of 
Linux Mint, the world’s most 
popular desktop distribution 
(according to DistroWatch) 
arrived. Mint has been incredibly 

successful, and for good reason: 
it’s attractive, it includes up-to-
date software, it has an excellent 
supporting community and it’s 
built upon robust Ubuntu and 
Debian foundations.

Meanwhile, our very own Ben 
Everard has been working on a 
souped-up version of Raspbian, 
the main Raspberry Pi Linux 
distribution, and has decided to 

share his efforts with the world. 
What a nice chap he is! Plus, we 
have some newbie-friendly videos 
explaining Linux, along with the 
most recent episodes of our 
podcast. Enjoy, and if you have any 
suggestions for future discs, just 
drop me a line!

Mike Saunders, Disc Editor
mike@linuxvoice.com

Mint 17 doesn’t look drastically different to the 
last release; it’s all about refinements here.

Mint 17’s welcome screen is prettier and 
faster than ever before.

Distros, videos, podcasts – get the latest Linux goodness today!

DVD 006
SHOWCASING THE BEST OF FOSS

Desktop distribution
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Raspbian LV Edition
More software, a better interface and heaps of tutorials…

Raspbian, the most commonly used 
Linux distribution on the Raspberry 
Pi, is the thing that makes the 

single-board computer work so well for so 
many people. It’s been tweaked and tuned to 
take advantage of the unusual hardware 
characteristics of the Raspberry Pi. It’s also 
the platform on which hundreds of hardware 
add-ons are tested, while thousands of 
online tutorials and half a million forum 
posts explain how it works.

However, we find that there are a few bits 
missing that we install every time we 
re-image an SD card. We’ve gradually been 
building our own Linux Voice re-spin of 
Raspbian that we use every day, and we’re 
sharing it for the first time.

It still uses the LXDE desktop 
environment, but we’ve spiced it up with the 
Metacity window manager and some new 
artwork (the icons come courtesy of 
Elementary, while the desktop wallpapers 
are from TPBarret and P4uLx on DeviantArt). 
There’s also a panel that pops out of the left 
side of the screen to provide a quick 
launcher for some of the more popular 
pieces of software.

We’ve added a few pieces of software that 
we often find ourselves needing. Perhaps 
our personal biggest issue with Raspbian is 
the lack of a decent graphical text editor in 
the default build, so our distro includes 
Gedit. This may not be your favourite editor, 
but it’s easy to use, has programmers’ 
features like syntax highlighting, and is built 

using the GTK toolkit, so fits in with the 
LXDE environment.

Synaptic provides a nice interface for 
installing software, while AbiWord and 
Gnumeric give us useful office functionality. 
They can be a little slow on the Pi, but they’re 
great for simple tasks. Having office 
software installed out of the box makes all 
the difference, we feel – especially if you’re 
setting up an internet-less Pi for kids, and 
want to give them some tools for learning 
and doing their homework.

Lastly, we added a bunch of tutorials from 
previous issues of Linux Voice. These show 
you how to build a Mars rover, install 
OwnCloud, create a Pi-powered arcade 
machine and much more. They’re in PDF 
format and accessible straight from the 
desktop – just double-click the Linux Voice 
folder to get reading.

Clearing out the chaff
To make space for all of these additions, we 
removed the Wolfram Mathematica 
packages. Although this is great software, 
we designed our distro for hobbyists, not 
schools, and we didn’t feel it would be used 
enough to justify a place by default. Should 
you need it, it’s just an apt-get (or Synaptic 
click) away. So while this is an awesome 
souped-up Pi distro, it’s not a revolutionary 
change and everything you know (or will 
learn!) about Raspbian still applies. 

Our distro is still linked to the usual 
package-laden Raspbian repositories, so 

Enhanced Pi distro

Sink your teeth into new projects with the 
tutorials we’ve included as part of the distro!

And there’s more!
Newbie-friendly videos and the latest podcasts
Linux Voice is an unashamedly geeky 
magazine: we love coding, we love fiddling 
with config files, and we love text editors that 
take a lifetime to learn. But we also know that 
everyone has to start somewhere, so for those 
curious dabblers who are trying Linux for 
the first time after picking up this magazine, 
we’ve included some getting started videos. 
Just open up index.html on the DVD in 
Firefox, and scroll down to the Videos section. 
There you’ll see three short videos created 
by our very own Graham Morrison, explaining 

what Linux is, how to install it, and how to 
use it. They’re based on Linux Mint, so are 
well worth watching before you install the 
distribution from the DVD.

Meanwhile, if you’ve been with Linux Voice 
for a while, you may know that we record a 
pocast every two weeks and put it on our 
website. If your bandwidth isn’t so great, grab 
the latest episodes from the disc and hear 
Graham, Andrew, Ben and Mike talk about 
everything that’s good and bad in FOSS (and 
about our discoveries finds too). 

Linux isn’t scary – it’s just different. Our videos 
explain the ins and outs of Mint.

you’ll get all the latest software from the 
Raspberry Pi foundation, and everything 
should run in the same way. You could think 
if it as a new way to install Raspbian with a 
different default setup.

To use the Raspbian Linux Voice respin, 
you’ll need to copy it from the DVD to your 
home directory, extract it and then use dd to 
transfer it to the SD card. It’s compressed as 
a .xz archive, so this is done with:
unxz lvpi3.img.xz
sudo dd if=lvpi3.img of=/dev/<sd-card-dev> bs=4M

Replace <sd-card-dev> with the device 
node used by your SD card. For example, on 
our machine there are two hard drives (sda 
and sdb), so the SD card is sdc. If you’re 
unsure, the command df -h will list all the 
drives and you should be able to figure out 
which one is the SD card by what size it is. 
Be careful though because it will overwrite 
all the data on the drive!

If you’re new to the Raspberry Pi, see the 
detailed installation instructions at  
www.raspberrypi.org/documentation/
installation/installing-images/linux.md.
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Final thoughts, musings and reflections

My Linux setup Boudewijn Rempt
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Twenty years ago, I and many other 
people involved in IT, were convinced that 
various government agencies were 

reading email and protecting their respective 
nations from terrorist attacks by searching for 
suspicious words like “bomb” and “plot”. The 
defence against this was to litter *every* email 
with as many mentions of suspicious words as 
we could think of. Generating large amounts of 
this ‘spook fodder’, we thought, would cause the 
agencies to pointlessly investigate countless 
numbers of emails and presumably get a bit fed 
up. We needn’t have bothered.

Oh, ‘they’ most assuredly were reading mails, 
but what we didn’t realise at the time was that 
the list of suspicious and subversive words 
probably already included terms that already 
littered our mails, like ‘privacy’. And ‘linux’.

Recent revelations of the NSA’s XKeyScore 
code, if genuine, suggest that simply searching 
for privacy tools such as Tor and Tails will cause 
people to be considered worthy of rigorous 
investigation. As will, apparently, visiting that well 
known portal of international terrorism, the Linux 
Journal website.

It is time to embrace our status as dangerous 
subversives who are enemies of the state and 
use it to our advantage. It is unlikely we will ever 
be called up for jury duty for one. If you ever go 
sailing you can be pretty sure that if you get lost 
that the most up to date satellite surveillance 
tools know where you are to the nanometre. And 
I look forward to the day when IT recruiters 
realise that more important than how many 
LinkedIn recommendations you have is the 
number of national security blacklists you 
appear on. Bomb. Plot. NSA. Beer. Terror. Robots. 
Olivia Newton-John. Question Time. Chesney 
Hawks. 100ml Lithium. apt-get install tor. 

Nick Veitch  
was the original editor 
of Linux Format, a 
role he played until he 
got bored and went 
to work at Canonical 
instead. Splitter! 

After Krita’s Kickstarter campaign successfully closed with 
close to €20,000, we asked its maintainer about his kit.

Cintiq Hybrid Companion, 
provided by Wacom to the 
Krita project, thanks!

Mac mini, ready for 
when we get our 
kickstarter super-
stretch goal

Behind the keyboard: 
Huion H610 tablet, 
provided to the Krita 
project by Huion, 
thanks!

On the monitor: Kiki, the 
Krita mascot (made us 
hugely popular in Japan!)

Laptop with 
Kubuntu

And the quaint old 
town of Deventer 
provides the backdrop

Desktop with 
OpenSUSE 13.1

What version of Linux are you 
using at the moment?
OpenSUSE 13.1, Kubuntu 14.4 and 
CentOS 6.4. Also some Windows 

and OSX on the sidelines. OpenSUSE is 
my perfect development system, though.

Which desktop do you prefer (we 
think we know the answer)?
I mostly use KDE, but sometimes I 
have to test Krita on Gnome or 

Unity. I’ve used KDE since 1.2.

What was the first Linux setup 
you ever used?
The first Linux I downloaded was 
SLS, on a huge stack of floppies. I 

never got that to work, though, the first 
time I got Linux to run was with 
Slackware. After gettting out the 
calculator to figure out the modelines, I 
even got X11 working!

I started using SuSe 5.1 after that. 

What Free Software/open source 
can’t you live without?
Linux, KDE, konsole, kate, Qt, Qt 
Creator, Krita, Bash, git, gcc... 

Apache, too. Mailman, Wordpress, 
Joomla. Basically, I’d probably retire and 
become a second-hand bookseller or 
something similarly analog if there were 
no free software!

What do other people love but 
you can’t get on with?
I’m not very fond of flamewars... 
People seem to love those. I’ve 

happily used Vi and XEmacs in the same 
session. I’ve got KDE and Gnome on all 
my systems. Well, what I really cannot 
stand is software created to take the place 
of GPL-licensed software, like llvm. I’m a 
GPL die-hard! 
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Master the awesome Krita 2.8
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