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The Linux kernel has a feature called a device 
mapper. It allows virtual block devices to be 
created that are based on other block devices, 

and there’s a device mapper module called dm-crypt 
that we can use to create encrypted block devices.

The device mapper allows devices to be stacked. 
You can, for example, create RAID or LVM devices and 
then encrypt them. You can also do it the other way 
around. You need userspace tools to work with the 
dm-crypt kernel module. The primary one, cryptsetup, 
is used to administer encrypted volumes and requires 
root privileges. The other tool is cryptmount; it allows 
unprivileged users to mount encrypted volumes.

Encrypted volumes can either be formatted or raw. 
Formatted volumes contain metadata that describes 
the encrypted payload, whereas raw volumes are just 
encrypted disk blocks. Use of raw volumes requires 
things like cipers, keys, etc, to be provided as 
command line parameters; they should be considered 
as an expert-level option. 

The standard volume format on Linux is called 
�.�7�-�5���d���V�J�G���.�K�P�W�Z���7�P�K�’�G�F���-�G�[���5�G�V�W�R���H�Q�T�O�C�V����
Cryptsetup also supports the TrueCrypt format. The 
LUKS format uses a header at the start of the volume 
that contains metadata including cipher details and 
eight key-slots. You can have up to eight different 
salted, hashed and changeable pass phrases that 
decrypt a master key to unlock the data payload. 
�.�7�-�5���C�W�V�Q�O�C�V�K�E�C�N�N�[���E�Q�P�’�I�W�T�G�U���P�Q�P���F�G�H�C�W�N�V��dm-crypt 
parameters to make it more secure. The format 
occupies a header that can consume between 1 and 
2MB of the volume’s capacity.

Begin by installing the userspace tools; your distro 
should carry them in its package repository:
$ sudo apt-get install cryptsetup cryptmount

We’ll begin by using cryptsetup to format a block 
device with LUKS.

KEEP YOUR DATA SAFE  
WITH ENCRYPTION
Linux has baked-in encryption capabilities. Use them or regret it when your laptop gets stolen.

$ cryptsetup luksFormat /dev/mydevice

The default cipher that you get depends on the 
version of cryptsetup that you have. Since version 
���������������V�J�K�U���K�U��aes-xts-plain64, where aes is the cipher 
and xts is the chaining mode that affects how the 
cipher is applied to subsequent blocks of data. xts is 
an improvement over the cbc mode used by prior 
versions. Go with the defaults unless you have reason 
to change them; you can specify an alternative with 
the --cipher command line argument.

So far, we have an encrypted block device but it 
�P�G�G�F�U���V�Q���D�G���Q�R�G�P�G�F���
�[�Q�W�h�N�N���D�G���C�U�M�G�F���H�Q�T���V�J�G���R�C�U�U��
�R�J�T�C�U�G�������;�Q�W���E�C�P���E�C�P���V�J�G�P���R�W�V���C���’�N�G�U�[�U�V�G�O���Q�P�V�Q���K�V���C�P�F��
mount it:
$ cryptsetup open /dev/mydevice myvolume

$ mkfs.ext4 /dev/mapper/myvolume

$ mount /dev/mapper/myvolume /mnt

myvolume is how the device mapper will identify 
the unlocked device; you can  use any meaningful 
�N�C�D�G�N�����6�Q���V�C�M�G���C�P���G�P�E�T�[�R�V�G�F���’�N�G�U�[�U�V�G�O���Q�H�H�N�K�P�G����
unmount and then close it:
$ umount /mnt

$ cryptsetup close myvolume

�$�Q�Q�V���E�Q�P�’�I�W�T�C�V�K�Q�P
You can automatically unlock encrypted devices when 
�[�Q�W�T���U�[�U�V�G�O���D�Q�Q�V�U�����6�J�G���G�P�E�T�[�R�V�G�F���F�G�X�K�E�G���V�C�D�N�G���K�U���C���’�N�G��
called /etc/crypttab that is similar to the /etc/fstab  
used for mounts. You specify four things: a device 
�O�C�R�R�G�T���P�C�O�G�����V�J�G���F�G�X�K�E�G���R�C�V�J�����C�P���Q�R�V�K�Q�P�C�N���M�G�[���’�N�G���
�Q�T��
�L�W�U�V���k�P�Q�P�G�l�����C�P�F���Q�R�V�K�Q�P�U�����7�U�G���V�J�G���k�N�W�M�U�l���Q�R�V�K�Q�P���V�Q��
specify the format:
myvolume /dev/mydevice none luks

The listed volumes will be opened at boot time and 
this will require entry of the pass phrases. An 
alternative to passphrase entry is to store it in an 
�C�R�R�T�Q�R�T�K�C�V�G�N�[���U�G�E�W�T�G�F���M�G�[���’�N�G��
�����U�W�F�Q���G�E�J�Q�����P���g�O�[���U�G�E�T�G�V���R�C�U�U�R�J�T�C�U�G�h��� �����T�Q�Q�V���M�G�[�’�N�G

�����U�W�F�Q���E�J�O�Q�F���������������T�Q�Q�V���M�G�[�’�N�G

You can, if you want, use a more complex key now 
that it won’t need to be manually entered. It’s 

JOHN LANE

Choose an appropriate cipher: an encrypted bitmap can reveal cryptographic 
weaknesses.

�#���D�N�Q�E�M���F�G�X�K�E�G���K�P���C���’�N�G

You aren’t restricted to real block devices – you can create 
�C�P���G�P�E�T�[�R�V�G�F���X�Q�N�W�O�G���K�P���C���T�G�I�W�N�C�T���’�N�G�����6�Q���F�Q���V�J�K�U�����L�W�U�V���E�T�G�C�V�G��
�C���’�N�G���Q�H���Y�J�C�V�G�X�G�T���U�K�\�G���F�G�X�K�E�G���[�Q�W���Y�C�P�V��
$ head -c 100M /dev/urandom > /path/to/myvolume

�;�Q�W���E�C�P���V�J�G�P���W�U�G���V�J�G���’�N�G�h�U���R�C�V�J���Y�J�G�T�G�X�G�T��cryptsetup 
expects a device. 

PRO TIP
The LUKS default header 
�U�K�\�G���Q�H�����/�$���O�C�K�P�V�C�K�P�U��
sector alignment of the 
LUKS volume with the 
underlying device. LUKS 
�W�U�G�U�����������D�[�V�G���D�N�Q�E�M�U��

PRO TIP
Earlier cryptsetup 
versions required 
luksOpen and luksClose 
instead of open and 
close.
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customary to use a large blob of random data:
$ head -c 4096 /dev/urandom > /root/keyfile

Specify the key file in /etc/crypttab instead of 
“none” and add it to the LUKS header – you’ll need to 
enter an existing passphrase to unlock it before the 
new one can be added:
$ cryptsetup luksAddKey /dev/myvolume /root/keyfile
Once a volume is opened, it can be mounted in the 
usual way with an entry in the /etc/fstab file.

You can use /etc/crypttab for all filesystems and 
swap devices. However, if you want to encrypt your 
root partition, then your system’s initrd  will need 
cryptography support. You should refer to your distro’s 
docs for more information about this because boot 
configurations vary. The system’s BIOS needs to read 
the boot partition, so that cannot be encrypted.

Encrypted filesystems
Another approach to encryption is to use Encrypted 
Filesystems. These are virtual filesystems stacked on 
top of existing ones. They provide cleartext read/write 
access to encrypted files stored in the underlying 
filesystem. Encrypted filesystems work at the 
filesystem level, whereas dm-crypt operates at the 
block level, beneath the filesystem.

Two encrypted filesystems available for Linux are 
eCryptFS and EncFS; the latter runs entirely in 
userspace (it’s FUSE-based) and, therefore, doesn’t 
require elevated privileges to use it. Using EncFS is 
straightforward. You specify an encrypted directory 
where your files will be stored and an unencrypted 
directory where you’ll read and write them:
$ encfs ~/.mysecrets_encrypted ~/mysecrets

You need to use absolute paths. Follow the 
instructions: select the “Pre-Configured Paranoia 
Mode” for suitable defaults or, for more control, use 
the advanced mode. When your shell prompt returns, 

you’ll have an encrypted filesystem. A file written to 
mysecrets will be transparently encrypted and stored 
in .mysecrets_encrypted:
$ echo “This is my secret” > mysecrets/test
$ ls -l mysecrets
-rw-rw-r-- 1 myuser users     18 Oct 20 14:08 test
$ ls -la .mysecrets_encrypted
-rw-rw-r-- 1 myuser users   1092 Oct 20 13:58 .encfs6.xml
-rw-rw-r-- 1 myuser users     34 Oct 20 14:08 
5gk8Df5Gk3eN0sJx1fiqPppA

Notice the encrypted file is larger and has an 
indecipherable name. There’s also a hidden file called 
.encf6.xml containing the metadata required. You use 
the FUSE mount command to unmount your 
encrypted filesystem:
$ fusermount -u ~/mysecrets

Mounting is performed using the same encfs 
command that was used above to create the 
filesystem – it only creates a configuration if it doesn’t 
already exist. A useful thing to know is that the 
encrypted and plaintext directories can be on different 
filesystems. One useful application for this is 
encrypting files in cloud-based storage like DropBox: 
you can do something like this:
$ encfs ~/Dropbox/Private ~/Private

The other part to EncFS is encfstcl, an 
administrative tool that can display information about 
an encrypted filesystem but is mostly useful to 
change its password:
$ encfsctl passwd ~/.mysecrets_encrypted

You can also use encfsctl to access an encrypted 
directory without mounting it. 
$ encfsctl ls ~/.mysecrets_encrypted

We’ve covered the two main ways to perform 
transparent encryption but neither suit if you just want 
to secure a single file. You can do this quickly with 
nothing more than OpenSSL – you can encrypt a file 
like this:
$ openssl aes-256-cbc < plaintext > encrypted
and decrypt it 
$ openssl aes-256-cbc -d < encrypted > plaintext

The aes-256-cbc cipher gives good protection but, 
while this method achieves its objective, it’s more 
practical to use a public key infrastructure to share 
encrypted files. OpenPGP is an example of this that 
we’ll explore next month.  

cryptmount volumes for unprivileged users

Use TrueCrypt volumes with cryptsetup

The other userspace tool for dm-crypt is called cryptmount, 
which offers an easy way for unprivileged users to use 
encrypted volumes. Root privileges are required to create 
an encrypted volume for an unprivileged user but that user 
can mount and unmount it without any special privileges.
$ sudo cryptmount-setup

Follow the prompts – you need to enter a volume name, 
username and absolute paths to a mount point and the file 
that will contain the encrypted volume. Both are created 
automatically and an ext3 filesystem is created inside the 
file. The volume’s conifguration is written into  
/etc/cryptmount/cmtab and the key is securely stored in a 
file in the /etc/cryptmount directory. You’ll also be asked for 
a passphrase to secure the key and the user will need to 
enter this when mounting their volume. They do that with 
cryptmount:
$ cryptmount myvolume

Unmounting is similar:
$ cryptmount --unmount myvolume

Cryptmount might be more appropriate for some 
applications. Unprivileged users could, for example, have 
encrypted volumes on USB sticks and be able to use them 
without help from the systems administrator.

Cryptsetup has been able to open TrueCrypt volumes since 
version 1.6. You just need to specify the volume type:
$ cryptsetup open --type tcrypt /path/to/myvolume myvolume

$ mount /dev/mapper/myvolume /mnt

If you want to mount a hidden volume, add the 
--tcrypt-hidden command-line argument and use --key-file 
if you need to specify key files.

John Lane provides technical solutions to business 
problems. He has yet to find something Linux can’t solve.

PRO TIP
cat /proc/crypto lists the 
kernel’s available ciphers 
and supported key sizes.

PRO TIP
Ubuntu users can do 
cryptdisks_start 
myvolume to open a 
volume in /etc/crypttab. 
cryptdisks_stop closes it. 
systemd has cryptsetup.
target.

PRO TIP
EncFS is used by 
boxcryptor.com/classic, 
which may be handy if 
you need to access 
protected directories from 
other platforms.

LV011 110 Masterclass.indd   113 28/11/2014   15:36



www.linuxvoice.com

/DEV/RANDOM/

Final thoughts, musings and reflections

My Linux Setup Graham Morrison

114

So, at this time of year, there is one burning 
question on everyone’s mind. I don’t mean 
whether Santa will be able to deliver a 3D 

printer on time, but… will 2015 finally be the year 
of Linux on the Desktop?

I’m sorry, it’s just my seasonal joke. 2015 will 
come and go and still analysts will tell us that 
Linux is irrelevant, nobody uses it and even Mac 
OS X is more worthy of attention. Maybe, in 
some ways, they are right. I know I have long 
since tired of trying to convert friends and 
relatives to the way of Linux. 

If anything, running Linux is a great get-out-of-
jail-free card for me, because at family 
gatherings I can truthfully deny being able to 
help them with their IT problems, since I have 
never run Windows 8 or seen a version of OS X 
since they stopped naming them after cats.

The amusing thing is, that aside from the 
desktop, Linux is not only flourishing, but open 
source operating systems dominate.

Servers have long been the mainstay of Linux 
usage, but in emerging areas of computing, like 
clouds, Linux all but eclipses everything else. You 
may argue whether Android really counts as 
Linux (I would say not), but in the mobile and 
tablet space it also eats the competition.

But those are boring examples. A lot of the 
systems run by the European Space Agency are 
based on their own version of Linux – it forms 
part of the standard software deployment for 
remote experimentation. Even better, a lot of the 
Antarctic ice shelf was just measured by this 
(www.whoi.edu/page.do?pid=21140) – an 
autonomous underwater vehicle that runs on 
Ubuntu. Because why not?

Let the “others” keep the desktop – everything 
exciting runs on Linux. And I won’t have to 
answer so many support questions at dinner.

Nick Veitch  
was the original editor 
of Linux Format, a 
role he played until he 
got bored and went 
to work at Canonical 
instead. Splitter! 

Editor of Linux Voice and creator of weird music noises.

DIY synth using 
a SID chip taken 
from my childhood 
Commodore 64.

Core i5 PC 
with 16GB of 
RAM running 
Arch (among 
others).

A rare glimpse 
of the Meeq 
generative 
sequencer.

Voltage-controlled 
Minimoog. I built my 
own breakout box.

An amazing sounding 
semi-modular Polish 
synthesiser. 

A collection envelope, 
timing generators and 
sequencer modules

KDE running 
Bitwig Studio.

What version of Linux are you 
using at the moment?
I’ve been using Arch for a couple of 
years. But that’s not really a badge 

of honour. I’m constantly breaking it and 
getting told off. But I do love the user 
repository and the package management.

What was the first Linux setup 
you ever used?
I tried getting Red Hat 5.1 running 
on a Commodore Amiga and gave 

up when I couldn’t get X to work. After 
that, it was Mandrake 6.0 on a PC a 
couple of years later.

What Free Software/open source 
can’t you live without?
There’s just so much; Vim/X/KDE/
Audacity/Bash/kernel/Kodi/Ardour/

Gimp. The list is endless. But to be a little 
more adventurous, I launch everything 
from KDE’s Kickoff.

What do other people love but 
you can get on without?
I really don’t like most music players 
– such as Amarok. I listen to quite a 

lot of music and I just want quick access 
to audio and simplicity. I don’t want 
Wikipedia entries, lyrics and VU meters.

Is there one single piece of 
proprietary software you wish 

were open source?
Adobe’s InDesign. That way I’d be 
completely free of any other 

operating system but Linux.  
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